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s artificial intelligence strengthens and today’s digital
landscape grows, the line between what is a scam
and what is legitimate is increasingly blurry. For this
reason, the incidence of scams and the percentage

of consumers who fall victim to them is higher than ever. In 2024,
consumers repartedlosing over $12.5 billion to fraud, a 24% increase
from 2023. Investment scams were the most prominent, accounting
for $5.7 billion in consumer losses.

Many assume that scams primarily target older adults, but data
from the Federal Trade Commission (FTC) tells a different story.
Consumers across all age groups experience significant losses
due to fraud. In 2024, 44% of young adults ages 20 to 29 reported
financial losses from fraud, compared to just 24% of adults ages
70 to 79, illustrating the importance of educating and protecting
consumers across all age groups.

While financial scams are becoming more complex, at Cary Street
Partners, we are dedicated to protecting and nourishing your
wealth, providing you with the peace of mind that your assets
and financial future are secure. This includes helping you detect
and navigate scams. To get you started, we have outlined some
common examples of scams and corresponding tactics that can
help you avoid them.

RECOGNIZING COMMON SCAMS
AND HOW TO AVOID THEM

There are various types of scams, and scammers continuously refine
their tactics to deceive new victims. So, what are the warning signs?
We will review real-life examples of common financial scams, as well

as steps to protect yourself, your family, and your financial future.

PROTECTING YOUR WEALTH:
HOW TO SPOT AND
AVOID FINANCIAL SCAMS

Tips to Protect Your Finances

Protecting yourself from scams starts with awareness and
proactivity. The following tips outline key strategies to help
you stay vigilant and protect your financial well-being.

m Stay Informed: Regularly update yourself on
common scams and their tactics.

= Report Suspicious Activity: If you suspect you've
encountered a scam, inform your financial institutions
immediately. Additionally, you can report it to the ETC

(reportfraud.ftv.gov) and forward spam texts to 7726
(SPAM) to report them to your mobile carrier.

m Be Skeptical: Unsolicited calls, texts or emails
asking for personal information or money are red flags.

m Verify the Source: Contact the organization
directly through official channels before taking
action on unsolicited communications.

m Consult Professionals: Our advisors at Cary
Street Partners are here to guide you in safeguarding
your assets and recognizing potential scams.



https://carystreetpartners.com/
https://www.ftc.gov/news-events/news/press-releases/2025/03/new-ftc-data-show-big-jump-reported-losses-fraud-125-billion-2024
https://www.ftc.gov/news-events/data-visualizations/data-spotlight/2022/12/who-experiences-scams-story-all-ages
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https://reportfraud.ftc.gov/
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INVESTMENT FRAUD

Scenario: A close friend claims they've found a once-in-a-lifetime
investment opportunity, promising high returns and low risk.
Trusting your friend, you invest a good portion of your savings, only
to later find out that the opportunity was a Ponzi scheme, and your
savings are gone.

Real-Life Example of Investment Fraud: In 2023, Michael Glaspie
plead guilty to defrauding over 10,000 victims of more than $55

million through an investment scheme called “CoinDeal” He
promised high returns and repayment, falsifying that CoinDeal
would be acquired by wealthy buyers but, in reality, used investor
funds for personal expenses.

How to Protect Yourself: Tread cautiously when presented with
unsolicited investment offers, even if they come from those you
trust. It is best to research the opportunity and consult with your
financial advisor before making decisions.

PHISHING SCAMS

Scenario: You receive an email that appears to be from your
bank stating there's an urgent issue with your account. The email
prompts you to click a link and enter your login credentials. Trusting
its legitimacy, you comply, only to discover that your account is now
compromised.

Real-Life Example of a Phishing Scam: In 2023, Denver resident
Megan Holt lost over $7,300 in savings due to a phishing scam.

How to Protect Yourself: Always verify the sender’s email address
and avoid clicking on unsolicited links. Instead, contact your bank
directly using official channels to confirm any issues.

IMPERSONATION SCAMS

Scenario: You receive a distressing call from someone claiming to
be a family member, stating they need money immediately. The voice
sounds convincing, and in a panic, you send the money. Later, you
learn they were not your family member and were never in trouble.

With advancements in artificial intelligence, scammers can now
clone voices to sound exactly like your loved ones. The FTC has
highlighted concerns over Al-enabled voice cloning being used in
scams, where fraudsters replicate a family member’s voice to make
their deceit more convincing.

Real-Life Example of an Impersonation Scam: Gary Schildhorn was

contacted by a caller impersonating his son, followed by a call from
someone claiming to be his son’s attorney. After numerous frantic
calls, he was able to FaceTime his son to learn he was safe.

How to Protect Yourself: Establish a family code word for
emergencies. Always verify such claims by contacting the person
directly through known means before taking any action.

TECH SUPPORT &

REMOTE ACCESS SCAMS

Scenario: A pop-up message on your computer warns of a severe
virus and urges you to call a provided number. The “technician” on
the line requests remote access to fix the issue. Trusting them, you
grant access, and they proceed to steal sensitive information from
your device.

Real-Life Example of a Tech Support Scam: In 2023, Helen, a retiree
in her 80s, was tricked by a fake virus warning pop-up. She called a

scammer posing as Microsoft support, who quickly gained access
to her computer and personal data.

How to Protect Yourself: Never grant remote access to unsolicited
tech support. If you suspect an issue, contact your device's official
support service.

SOCIAL ENGINEERING

& ROMANCE SCAMS

Scenario: After weeks of online conversations, your new romantic
interest asks for money to cover an emergency. Wanting to help,
you send funds, only to realize later that the person was a scammer
exploiting your trust.

Real-Life Example of a Romance Scam: A victim lost $2 million to a
romance scam after being convinced it was a genuine relationship.

How to Protect Yourself: Be cautious with online relationships.
Avoid sending money or sharing financial details with someone you
haven't met in person.

TEXT MESSAGE SCAMS

Scenario: While email and phone scams have been around for
years, more recently, there's been a significant rise in text message
scams, ranging from requests for money to attempts to steal
personal information or access bank accounts. In April 2024 alone,

Americans received an alarming 19.2 billion spam texts.
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Real-Life Example of a Text Message Scam: Today's common

scam involves receiving a text message stating you have an
overdue, unpaid toll. These messages often create a false sense of
urgency and include a link with prompts to enter financial or even

personal data. At Cary Street Partners,

How to protect yourself: Don't click on any unsolicited links,
regardless of whether the text demands urgent action. Scammers

want you to react quickly, so it's better to check with your state navigate today’s complex
tolling agency using contact information from their website.

we are here to help you

financial landscape and

CONFIDENCE THROUGH
CAUTION: STAYING SECURE
WITH THE RIGHT RESOURCES

Financial scams are becoming increasingly sophisticated, but .
staying proactive and informed can significantly reduce your risk fUture remains SECUre.
of falling victim. By recognizing common fraud tactics, verifying
sources, and consulting trusted professionals, you can safeguard
your financial well-being. When in doubt, your financial advisor can
be a valuable resource in navigating suspicious situations.

ensure that your assets are

protected so your financial

Paige W. Garrigan
Chief Marketing & Transitions Officer, Managing Director

The Wealth Wisdom Series is curated by Paige W. Garrigan, drawing from the experience and input from Cary Street Partners’ Financial Advisors.
Collaborating internally with the team she gathers pertinent and timely topics for readers. With nearly 30 years of experience in the financial
services industry, she has acquired a wealth of knowledge across various facets of the industry ensuring comprehensive insights for readers.

Cary Street Partners is the trade name used by Cary Street Partners LLC, Member FINRA/SIPC; Cary Street Partners Investment Advisory LLC and Cary Street Partners Asset Management LLC, registered investment
advisers. Registration does not imply a certain level of skill or training.

Any opinions expressed here are those of the authors, and such statements or opinions do not necessarily represent the opinions of Cary Street Partners. These are statements of judgment as of a certain date and are
subject to future change without notice. Future predictions are subject to certain risks and uncertainties, which could cause actual results to differ from those currently anticipated or projected.

These materials are furnished for informational and illustrative purposes only, to provide investors with an update on financial market conditions. The description of certain aspects of the market herein is a condensed
summary only. Materials have been compiled from sources believed to be reliable; however, Cary Street Partners does not guarantee the accuracy or completeness of the information presented. Such information is not
intended to be complete or to constitute all the information necessary to evaluate adequately the consequences of investing in any securities, financial instruments, or strategies described herein.

Cary Street Partners and its affiliates are broker-dealers and registered investment advisers and do not provide tax or legal advice; no one should act upon any tax or legal information contained herein without consulting
atax professional or an attorney.

We undertake no duty or obligation to publicly update or revise the information contained in these materials. In addition, information related to past performance, while helpful as an evaluative tool, is not necessarily
indicative of future results, the achievement of which cannot be assured. You should not view the past performance of securities, or information about the market, as indicative of future results. CSP2025094

© COPYRIGHT 2025 CARY STREET PARTNERS, ALL RIGHTS RESERVED


https://carystreetpartners.com/team-member/paige-w-garrigan/
https://carystreetpartners.com/contact-us/
https://consumer.ftc.gov/consumer-alerts/2025/01/got-text-about-unpaid-tolls-its-probably-scam

